Qe HealthManagement org

The Journal

—
—
1
—
w —
—
—
—
—
—
—
—
=
—
p—

N\



©OFor personal and private use only. Reproduction must be permitted by the copyright holder. Email to copyright@mindbyte.eu.

4 COVER STORY

2084

Simon Janin

Software Engineer and co-founder,
chainSolutions GmbH, Switzerland

simon.janin@chainsolutions.com
simonjanin.com

www.chainsolutions.com

Smart contracts in

healthcare

Looking at the future of Smart Contracts in healthcare

Could Smart Contract-enabled blockchains help protect patient data while also promot-

ing watertight agreements in healthcare?

How Blockchain and Smart Contracts

will impact the funding of research and

innovation in healthcare

Definitions

« Blockchain: A digital ledger in which transac-
tions made in bitcoin or another cryptocur-
rency are recorded chronologically and publicly

« Smart Contracts: A smart contract is a
computer protocol intended to digitally facil-
itate, verify, or enforce the negotiation or
performance of a contract

- Decentralisation: Decentralisation is the
process of distributing or dispersing func-
tions, powers, people or things away from a
central location or authority

Across different industries, the funding process
for research and development can be markedly
disparate. In the healthcare industry, many rele-
vant topics do not get sufficient funding because
they are not profitable for pharmaceutical labo-
ratories. Blockchain will enable the crowdfunding
of health-related research, thereby decoupling
funding from business interest and linking it to
social needs.

Blockchains, especially Smart Contract-enabled
blockchains like Ethereum, make it possible to
create “tokens”. Tokens can be seen as new digital
currencies whose rules can be chosen with great
flexibility. Those tokens can be natively sold on
the blockchain platform for other tokens - which
creates a token economy. Initial Coin Offerings
(ICOs) enable anyone to start an auction for tokens
(or coins) they created - the process is virtually
instantaneous and several millions can be raised
within a few minutes. The funds are held in a
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Smart Contract; the rules according to which this
money can be spent are specified and the smart
contract is self-enforcing. Everyone knows how
the contract will behave, thereby enabling higher
trust levels.

€€ A KEY ASPECT
OF DECENTRALISING IS
THE USE OF “REPUTATION
SYSTEMS”, WHICH CAN
BE IMPLEMENTED ON
BLOCKCHAINS IN A
TRANSPARENT WAY 99

Another key aspect of decentralisation is the
use of “Reputation Systems”, which can be imple-
mented on blockchains in a transparent way. One
can imagine a marketplace for medical research
where researchers would be awarded reputation,
in the form of a token, proportionally to the quality
of their research. This can naturally be extended to
reputation-based diagnostics; a patient answers
targeted questions and provides his medical data,
then a pool of trusted doctors provide independent
diagnostics and collegially agree on a final diag-
nostic. This can further be enhanced with machine
learning techniques, like DeepMind Health. More
generally, a healthcare prediction market could be
built in which actors that are correct more often
are rewarded in a transparent way.
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Zero-knowledge proofs (of knowledge)
Zero-knowledge proofs were initially an obscure field
of research reserved to a few high-level computer
scientists. Since the introduction of Smart Contracts
and Blockchain, the urgent need for privacy within
peer-to-peer interactions brought Zero-Knowledge
proofs to the forefront.

Since most healthcare applications of blockchain
also require privacy, zero-knowledge proofs are a
force to be reckoned with.

A zero-knowledge proof can be viewed as a math-
ematical programme, or statement, that should
convince anyone that a specific piece of data has
some property, yet no information about that data
should be leaked except for this property itself. For
example, a patient looking to buy insurance could
give a proof that he has been diagnosed healthy by
a certified doctor, without revealing who this doctor
is. The patient would thereby lower his premium while
the doctor’s identity remains protected. The applica-
tions of zero-knowledge proofs are extremely wide
reaching. To give the reader an intuition about how
they work, we illustrate them through the “Ali Baba's
cave” metaphor, initially presented by Jean-Jacques
Quisquater in "How to Explain Zero-Knowledge Proto-
cols to Your Children." To demonstrate, we will label
the two parties in a zero-knowledge proof as Peggy
(the prover of the statement) and Victor (the verifier
of the statement).

A direct use case for Zero-Knowledge proofs in
the context of Electronic Health Records (EHR) is the
anonymous querying and aggregation of health data
that preserves patients’ anonymity entirely: We do
not just render their identity pseudonymous, which
is known to leak personal information. Instead, we
use a Zero-Knowledge protocol to entirely encipher
patients’ data. We do this in such a way that, for
example, aggregate data can be extracted out of
the database, yet no actor can access all that data
directly without the explicit consent of each single
patient.

Electronic Health Records: Giving patients
more control over their data

The patients’ medical records are very valuable in
two critical ways. Firstly, their structure and contents
can make or break a diagnosis and they are crit-
ical for avoiding administering substances a patient
is allergic to. Secondly, patient health data can be
exploited for marketing purposes or even malicious

Peggy, the prover, randomly chooses path A or B. Victor does not see which
one Peggy chooses.

Once Peggy is inside the cave, Victor (the verifier) chooses an exit at random
and challenges Peggy to come out of it. Assuming Victor chooses exit A,
Peggy can only come out if she has the key -- Note that the path from Ato B
is locked,. If Victor chooses B instead, Peggy can come out without knowing
the key.

The key symbolises the secret that Peggy needs to know in order to be able
to answer Victor’s challenge (i.e. unlock the door).

Peggy comes out of the exit that Victor chose. The likelihood of this hap-
pening even when Peggy does not have the key is 50 percent. We therefore
run the protocol iteratively until that probability becomes small enough. This
means that, in the next round, the probability of false positive is 25 percent,
then 12.5 percent and so forth for each additional round. After 80 rounds, the
probability of Peggy fooling Victor becomes less than 10-2* - so Peggy cannot
cheat Victor.
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purposes by external actors, which is why it is so
critical to protect this data. Giving patients control
over their data will consist of a mix of blockchain
technology and recent cryptographic technigues.

€€ GIvING PATIENTS
CONTROL OVER THEIR DATA
WILL CONSIST OF A MIX OF
BLOCKCHAIN TECHNOLOGY
AND RECENT CRYPTOGRAPHIC
TECHNIQUES 99

To be clear, once data has been sent to an actor,
there is no way to guarantee that this data is not
copied or transmitted. Nonetheless, patients can
require actors and institutions to sign a commit-
ment that they will remove their data once the initial
purpose for receiving them has been fulfilled. This is
easy to do: the institution digitally signs a message
containing the commitment and the patient keeps
this commitment (some external server could store
it as well). If the institution uses the data against
the consent of the patient, the signature can serve
as exhibit in court.

The data can be tainted in some identifiable way,
also known as watermarking, so that leaking it can
be traced back to the guilty party.

Drug provenance and integrity

According to Forbes, pharmaceutical companies incur
an estimated annual loss of $200 billion due to coun-
terfeit drugs globally (Forbes 2017). Using blockchain

and Smart Contracts, it is possible to trace drugs over
their whole life cycle. Each ingredient and substance
is to be numbered and tracked, with geographic and
other relevant information. The tracking data is then
added to the blockchain (only the metadata is put in
the blockchain for efficiency reasons.)

The blockchain guarantees that this data cannot
be compromised or removed; giving us the crypto-
graphic property known as non-repudiability: Once
a drug has been tracked and registered, it is not
possible for a malicious actor to make it disappear
without getting caught. |

KEY POINTS @

A smart contract is a computer protocol
intended to digitally implement a contract

Decentralisation is the process of distributing
functions and/or powers away from a central
authority

“Reputation Systems” support transparent
implementation of decentralisation

Giving patients control over their data will
consist of blockchain technology and crypto-
graphic technigues

Data can be watermarked so that data leaks
can be traced back to the culpable source

Zero-Knowledge proofs and Blockchain
combined offer trust and privacy

Blockchain guarantees that data cannot be
tampered with
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